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Background

2

 Clinical Decision Support (CDS) tools 
important to support surveillance
 Use of clinical data to help make choices

 Software can be costly, hard to configure, 
test, and maintain

 Open source solutions becoming available
 Distinct advantages to Open Source



SWOT Analysis: Open Source
Strengths
• No license fee to use
• No loss of access to source code if 

developer stops work
• Freedom to make/share changes
• Transparency in governance
• Enables more modular deployment

Weaknesses
• Risk of detrimental source code 

“forking”
• Burden of enhancements may fall 

to individual users/organizations
• Software support may be harder 

to secure

Opportunities
• “Joint development” can reduce 

cost of enhancements & support
• Commercial vendors often provide 

solid support
• More modular systems might 

enable more Open Source 
component use

Threats
• Public health community will not 

financially support product 
development

• Public health community expects 
open source market to behave like 
commercial market

• Commercial vendor reactions
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A Common Foundation
 Three use cases described here – all use 

common framework and underlying CDS 
foundation and products
 OpenCDS (http://www.opencds.org/)
 HLN CDS Technical Framework 

(http://www.cdsframework.org) 
 CDS Administration Tool (CAT) for: 

 Rule authoring
 Testing
 Terminology maintenance
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Decision Support Service (OpenCDS)



OpenCDS
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 Software platform and 
toolkit for developers 
implementing CDS services

 Open source
 Standards-based
 Collaborative project, led 

by Dr. Kensaku Kawamoto 
at University of Utah

www.opencds.org



OpenCDS Software Characteristics
 Open Source
 Standards Based
 Service Oriented Architecture
 Supports multiple knowledge representation 

approaches
 “Knowledge” is encapsulated in highly reusable 

components
 Evaluates patient data (inputs) using knowledge 

modules and returns machine-interpretable 
conclusions (outputs)
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Overview of OpenCDS Functionality

 Fully-featured, standards-based knowledge management 
platform
 Knowledge authoring, testing, and maintenance
 HL7 vMR standard data model for writing rules
 Leverages relevant open-source resources (e.g., JBoss Drools, 

JBoss jBPM, Apelon DTS)
 HL7 DSS Standard Service Interface
 Framework for integrating various CDS resources and 

platforms
 Domain-Optimized Tools and Resources

 E.g., next-gen vaccine validation and forecasting platform
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Architectural Overview
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Terminology Management

 External codes converted into customizable 
OpenCDS concept(s) using terminology service
 E.g., ICD-10-CM E11.29 

 Type 2 diabetes mellitus with other diabetic kidney 
complication

 Diabetes mellitus
 Endocrine disease

 Goal: Separate terminology management from 
logic engineering

10



Knowledge Management –
CDS Administration Tool (CAT)



CAT Software Characteristics
 Open source framework for developing middle tier 

services and web-based front ends
 Plugin architecture for adding/removing features

 Core module  administrative functions
 User management, security, auditing, etc.

 CDS module  clinical decision support features
 Custom modules 

 A means to add additional functionality, if desired
 May be built on top of/supplement CDS module, or exclude it

 Example custom modules: ICE, RCKMS Authoring Tool, 
HL7 QA Tool, Patient Administration12



Overview of CAT CDS Functionality

 Value Set Editor  importing, managing value sets
 Concepts Editor  entering concepts and mapping 

to codes
 Data Model Editor  configure knowledge authoring 

data model
 List Editor  Context-specific values and dropdowns
 Rule Editor  authoring & deployment of rules
 Test Manager  Validate logic and create/execute 

test cases
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CAT and Terminology Management
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CAT and OpenCDS Deployment
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Manage Value Sets (RCKMS)
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Manage Concepts (RCKMS)
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Three Use Cases



Three Software Systems Using CAT/OpenCDS

1. Immunization Calculation Engine (ICE)
2. Reportable Condition Knowledge 

Management System (RCKMS)
3. Decision Support for Data Segmentation 

(DS2)
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Use Case 1: Immunization Calculation Engine (ICE)
 Service-oriented, standards-based immunization 

forecasting software system
 Evaluates a patient’s immunization history and 

generates the appropriate immunization 
recommendations

 Can be deployed in diverse technical 
environments, centrally or distributed

 Designed to easily integrate with registries, 
surveillance systems, clinical systems (EHRs, 
PHRs)
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Sample ICE Deployment
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ICE Client – Sample Screen
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Rule Editor Example: Varicella for Patients 
Born before 01/01/1980  (CDS module)



Series Editor (ICE custom module)
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Test Case Summary (ICE custom module)
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Test Suite “Run”  (ICE custom module)
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Use Case 2: Reportable Condition Knowledge 
Management System (RCKMS)

 Service-oriented, standards-based which allows 
EHR systems to submit initial electronic case 
reports to public health based on “triggering” event

 Evaluates conditions for reportability to a state/local 
jurisdiction and returns decision and instructions

 Expected to be deployed nationally on a shared 
platform with authoring tool for local jurisdictions to 
configure their rules
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eCR
Work 
Flow
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RCKMS Rule Configuration (custom module)
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Reusable Criteria Templates (set up by Administrator)
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Instantiation of a Rule Template as a Rule  (by users)
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Test Case Summary (RCKMS)

32



Test Case: Expected Output
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Use Case 3: Decision Support for Data 
Segmentation (DS2)

 Part of ONC HITECH SHARP research project in a state-
level HIE environment

 Uses OpenCDS to identify and redact selected sensitive 
conditions from clinical summary documents

 Includes a web-based "inference analyzer" for visualizing 
the effectiveness and the impact of probabilistic redaction

 Includes a suite of related tools for creating, importing, 
and editing Continuity of Care (CCD) documents; testing 
redacted CCDs
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DS2 Research Objectives
 Analyze (de-identified) patient problem lists to determine which 

conditions that may reveal information deemed “sensitive”  (e.g.  -
STDs, mental health conditions, substance abuse)

 For HIV: explored ways to remove as little data as possible to not 
reveal sensitive condition while retaining as much of the medical 
record as possible
 Deterministic “Level 1” predicates written using Drools
 Probabilistic “Level 2” and “Level 3” predicates incorporated using Weka 

machine learning toolkit
 By combining a classifier with established deterministic rules, the system 

could “learn” how “guessable” a condition might be after redacting 
specific medical data from the patient’s record
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DS2 Workflow
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DS2: Sample Output from Predicate/Reducer 
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DS2: Redacted Output/Consent Document
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DS2: Inference Analyzer
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Objectives Moving Forward
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HLN Objectives Moving Forward
 ICE

 Continued feature development
 Ongoing maintenance and improvement of rules. Compliance with 

ACIP guidelines. Publish rules publicly on website
 Improve documentation
 Build a community of users to foster quality in immunization 

forecasting in general
 CAT

 Support HLN’s own authoring needs and others who are interested
 Continued improvement of the CAT technical framework and 

develop new modules that utilize it
 Make software freely available to anyone who wants to use it
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Open Source Resources
 HLN CDS Framework   (ICE, CAT, SHARPS)

https://www.cdsframework.org/
 OpenCDS

http://www.opencds.org
 Open Source Initiative

http://opensource.org/
 Open Source Electronic Health Record Alliance

http://osehra.org/
 OSEHRA License Terms Document

https://www.osehra.org/sites/default/files/osehra_licensing_terms_v.1.0.pdf
 Draft Federal Source Code Policy

https://sourcecode.cio.gov/
 RCKMS

http://www.cste.org/group/RCKMS
 Weka

http://weka.wikispaces.com
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